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Security teams are pairing overnight guards with docked drones, ground robots and Al
vision models, and they replace those pieces far more often than they update who is
responsible when one of them gets it wrong. This paper argues that what a company
must hold stable is not its technology stack but its operational definition: what it is
responsible for, who may authorize what, and what it can prove afterward. Jynsyn
calls that definition a Sovereign Operational Domain (SOD).
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IN 60 SECONDS

Why it matters

Guards now work alongside drones, robots and Al vision whose suppliers change faster than
anyone updates who is accountable.

When something goes wrong, “who approved this?" is often buried in a vendor's prompt,
mission rules or logs.

Data centers and other lights-out facilities face the same problem, often with no one on site.
How Jynsyn V3 approaches it

A durable Sovereign Operational Domain (SOD) holds the company's responsibilities,
delegated authority, evidence and continuity rules, separately from whatever does the work.

Replacing a model, platform or contractor becomes a governed change of system participant,
working through the identity, policy and operations systems the company already runs.

What you get
Switch vendors without redefining who may authorize what.
Failures degrade within limits set in advance.
Incidents compared on the same terms across regions and contractors.

Every consequential action required to be traceable to an accountable role and a named
person.

Status: Jynsyn V3 is a reference architecture, not a product or certification, and it is not yet
proven in the field.

Abstract

Organizations now assemble Al capability from models, agents, hosted services, autonomous
machines and existing enterprise systems, and replace those parts far more often than they
change who is responsible for the outcome. This paper argues that what an organization
should hold stable is not its technology stack but its operational definition: what it is
responsible for, who may authorize what, what evidence it must keep, and how it keeps
operating when a component fails. Jynsyn calls that definition a Sovereign Operational
Domain (SOD).
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We follow one illustrative case: overnight security at a logistics company whose guard contractor now
pairs a single on-site guard with a docked drone and a ground robot. It shows how the Jynsyn V3
reference architecture separates a durable responsibility from the replaceable system participants that
serve it, how the company scales to a region served by a different contractor without rebuilding its
authority model, and why, when an Al proposes that a drone follow an intruder off the property, the
decision is not the drone’s or the model’s to make.

The claim is architectural: organizations need a durable object that composes established mechanisms
around accountable authority, specified as requirements an implementation can be tested against. The
paper ends with propositions that would show it wrong.
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2 The Sovereign Operational Domain 8  What a conformance claim looks like

3 Responsibilities are durable; system 9  What would show this is wrong
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Status of this paper

This paper explains Jynsyn V3, a reference architecture of 28 normative documents that Bear Canyon
Systems will publish as the Jynsyn V3 release [14]. The paper is not normative: it adds no requirements,
and where it simplifies, V3 controls.

V3 is a reference architecture, not a standard, a certification program or a product. It has not been proven
in the field: no deployment has been evaluated against it, and this paper reports no measurements. The
case is constructed and describes no customer, contractor or vendor. We say this once here rather than in
every section. What the paper offers now is a shared vocabulary for security, facilities and IT leaders to
scope vendor contracts, authority and evidence requirements before a switch, not after.

Jynsyn cites, and was informed by, the Osero architecture by Joseph Dominic Natoli lll [1]. How an
architecture of that kind can participate in a SOD is left to future work.
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The problem: capability changes faster than
accountability

Consider a logistics company with distribution warehouses in three regions. Each has badge readers and
door controllers, cameras on a video management system, intrusion alarms, and a fire and life-safety
system installed to code. A central operations center monitors every site overnight, and enterprise IT runs
identity, networking and a security operations center.

Two years ago each site had four overnight guards. Today it has one. Like much of its industry, the
company's guard contractor has moved from supplying guards to augmenting them with technology; one
of the largest global providers reported about a third of its 2025 sales from technology and solutions [19].
Each site now has a drone in a rooftop dock and a ground robot patrolling the yard, both run from the
contractor’'s own orchestration platform, with flight authorizations managed through a drone operations
platform. On the company'’s side, a hosted vision model reviews camera and drone video when an alarm
fires, and a software agent correlates the alarm with badge records, maintenance schedules and recent
activity, then recommends a response to the operator on duty.

It works, and it is about to change. The company moves its vision model onto site hardware. It opens
warehouses in a fourth region, where its contractor does not operate, so a second contractor with
different aircraft, robots and software will serve them. And the drones are beginning to fly beyond the
operator’s line of sight.

Through all of that, some things should not change at all. The company is still responsible for responding
to intrusions. The same actions still need the same approvals. A reviewer still needs to reconstruct, weeks
later, why a door was locked, why a drone held at the fence or why the police were called. None of those
obligations belongs to the vision model, the agent or the contractor’s platform, yet that is where they have
ended up: in a prompt, in an agent'’s tool permissions, in mission rules in a vendor console, and in logs
whose format belongs to whoever supplied the aircraft. The most convenient platform is the one supplied
by the device or guard provider itself, which is also the one that makes switching providers most
expensive.

Figure 1 shows the whole scenario on one page.
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SoD

THE COMPANY'S OVERNIGHT SECURITY
One definition of responsibility, authority, evidence and continuity

CENTRAL OPERATIONS CENTER
duty supervisor - governance - evidence record

REGIONS 1-3 -

CONTRACTOR A

Region 2 warehouse

1 guard - docked drone - ground robot
vision model - correlation agent
access control - cameras

contractor A platform tasks the drone

SHARED MODEL - REGIONAL

Each region: its own accountable manager,
resolved to a named person

VALUES DECLARED

REGION 4 - CONTRACTOR B

Different aircraft,
robots and platform

Admitted against the
same Participation
Contracts

Authority model
not rebuilt

Responsibilities - contract shape - evidence - regional values by governed change

ONE NIGHT AT THE REGION 2 WAREHOUSE

BEYOND THIS SOD
every crossing is a C7 exchange

Contractor A platform

Contractor B platform

Drone operations platform
relays authorizations

Alarm-monitoring company

Police

Facilities SOD
building management

2:14 2:14 2:15 2:15 2:16 2:17

Dock door Drone launches: Cage locked, Supervisor approves Pursuit proposed: Holds at fence; feed
forced pre-authorized robot sent police dispatch (C7) refused three ways to police, lights on
Section 5 Section 5 Section 5 Section 5 Section 7 Section 7

FIGURE 1 The scenario at a glance: one SOD across four regions and two contractors, its crossings to other
organizations, and the night of the 2:14 a.m. alarm.

We start from one assumption, and most of this paper follows from it: every part of this stack will be
replaced. Some of it on purpose, like the vision model moving on site or the second contractor in the
fourth region, and some of it by accident, at 2 a.m., when a link drops or an agent starts getting things

wrong. If that is true, accountability cannot live in any of those parts. It has to sit somewhere that outlasts
them, the company has to decide who gets in and what they may do once they are in, and a failure has to
leave less authority in play, not more. If the assumption is wrong, so is much of what follows; Section 9

lists what would show it.

The question is therefore narrow: what must stay durable when the capability changes, and how can an
organization specify it so that replacing a component, or a contractor, cannot quietly change it?
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WHAT CHANGES, AND WHAT STAYS

WHAT CHANGES: THE STACK WHAT STAYS: THE SOD
Vision models and Al agents The Responsibility: after-hours intrusion response
Drones, robots and their autopilots Who may authorize what: pre-approved envelopes

and escalation rules

Guard contractors and their platforms The accountable role, resolved to a named person
in each region

Network links, hosting and connectivity The disclosure rules for every crossing to another
organization

Each vendor's log and evidence formats The evidence the company owes, and how it keeps
operating when parts fail

Bl The Sovereign Operational Domain

A Sovereign Operational Domain is the durable, owner-controlled boundary in which an organization
defines responsibility, identity, authority, policy, resources, permitted actions, evidence, continuity and
participation, independently of the models, agents, hardware, applications and infrastructure that
implement them [14: SOD Definition]. Security readers should note that SOD is unrelated to separation of
duties, the control commonly abbreviated SoD; in this paper SOD always means Sovereign Operational
Domain.

In our case, the SOD is the company'’s definition of overnight security operations: its responsibilities, the
authority delegated for each, the systems and machines they act on, and the evidence and continuity rules
that apply.

Three clarifications prevent most misreadings.

"Sovereign” refers to people and institutions, not software. A model does not become sovereign because
it is capable, and a drone does not acquire authority because it can fly itself.

A SOD is an accountability boundary, not a technology boundary. It is not a site, a network, a cloud
tenant, a product or an agent. Our company could define one SOD for overnight security across every
region, one per region, or separate SODs for security and inventory. The choice follows where
accountable authority, consequence and continuity actually differ. A network hop does not create a new
boundary unless the assumptions about identity, authority, disclosure, integrity, accountability or
consequence change across it [14: Normative Conventions, “Trust boundary”]. Nor is a SOD an identity trust
domain, such as a SPIFFE trust domain [7-9]: a trust domain establishes who vouches for an identity, and a
SOD may rely on several.
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A SOD integrates with the enterprise; it does not absorb it. The company's identity provider, security
operations center, ticketing system and network remain owned by enterprise IT. The SOD consumes them
as supporting services and does not require replacing them [14: Change Board 03].

Here is what that looks like in practice. At 2:14 a.m. a dock door is forced at the region 2 warehouse. The
drone launches because the company pre-authorized verification flights; the storage-cage doors lock
because that action was pre-approved for this situation; the police call waits for the duty supervisor
because the company requires a person for it; and nothing can touch the fire exits, because no role holds
that authority. Each of those answers comes from the company’s SOD, not from the model, the drone or
the contractor'’s platform, which is why they survive when any of those change (Section 6). Section 5
walks through the alarm in full (Figure 3).

Durability does not mean the definition never changes. It means changes to responsibility, authority, policy
or durable state happen as governed, evidenced changes, never as a side effect of swapping a
component.

The idea of a governed boundary is not new. Security practice has long defined domains administered by
a single authority, and the authorization boundary in NIST's Risk Management Framework sets the scope
of one official's responsibility and accountability, including services bought from outside providers [23].
"Sovereign” is used as it now is for cloud and Al: operational control over who runs, decides, responds and
approves exceptions [24], here held by accountable people rather than by a region or a data center. A SOD
is not a sovereignty zone for data or compute, though it may use one. What Jynsyn adds is keeping that
boundary stable while the models, machines and contractors inside it change.

Responsibilities are durable; system participants
are replaceable

The central move in Jynsyn V3 is to separate what must be done, the Responsibility, from what currently
does it, the implementation composition. The SOD then defines, for each Responsibility, the authority,
evidence, continuity and participation rules that stay fixed while the composition changes.

A Responsibility is a durable statement of work the SOD requires. In our case one Responsibility is after-
hours intrusion response: assess an intrusion alarm, contain it where authorized, maintain observation,
notify the right people and preserve the record. Every Responsibility carries a consequence classification
[14: Consequence Classification]. An operation is consequential when an allowed, denied, erroneous, delayed
or disclosed outcome can materially affect, among other things, safety or rights, security, legal or financial
obligations, privacy, authoritative records or continuity. “Consequential” does not mean “uses Al":
deterministic software can be consequential, and inference can be trivial. V3 imposes no risk score of its
own. The company can reuse its existing risk matrix, provided the mapping to the architecture's
obligations is explicit and no participant can lower its own class.

BEAR CANYON SYSTEMS - JYNSYN ARCHITECTURE SERIES 7



Each consequential Responsibility must also resolve to a durable accountable organizational role and,
through authoritative records, to a named person presently holding it [14: Accountability Resolution]. Here the
role is the regional security operations manager, resolved to a person by the HR system and on-call roster.
That person does not approve every action; most actions below are governed at machine speed. The point
is that delegation to software or to a contractor never severs the chain back to an accountable human.
Organizational accountability for Al is established practice [2, 11, 12]; V3 requires that delegation not break
it. It does not decide legal liability.

The Responsibility is served by an implementation composition: whatever combination of system
participants actually does the work, alongside the people who operate it. In region 2 that is the vision
model, the correlation agent, the contractor’s platform, the drone and robot and the access-control
system, working with the guard and the duty supervisor. V3 asks the composition as a whole to satisfy the
Contracts that apply (Figure 2).

The Contracts are the architecture's units of obligation: six core Contracts, C1 Identity, C2 Authority, C3
State, C4 Execution, C5 Evidence and C6 Lifecycle, and C7 Federation/Disclosure, which becomes
mandatory whenever information, authority, work or consequence crosses a SOD, trust, organizational or
disclosure boundary [14: Contract Definition]. Our case crosses such boundaries constantly: to the guard
contractor, the drone operations platform, the monitoring company and police. C7 requires cross-
boundary exchange to be purpose-bounded, governed and evidenced, recording among other things the
destination, purpose, what was released, under what authority, how any returning result is handled, and
each side's accountability route. It fails if, among other things, an external model receives unrestricted
context by default, a returned result automatically becomes authoritative state, or federation silently
transfers authority [14: Conformance Specification, C7].

Many of the mechanisms that satisfy these Contracts already exist: workload identity [7-9], policy decision
and enforcement points [4], provenance models [5, 6] and telemetry conventions [10], none of them
mandatory. NIST's National Cybersecurity Center of Excellence has framed the identification, authorization
and auditing of Al agents as open questions for standards work [3]. A recent reference architecture for
agentic systems independently states related runtime invariants: an authority chain for every
consequential action, delegation that never expands, and capabilities that stay stable as their providers
change [25]. Jynsyn does not claim those mechanisms; it specifies the durable object they serve.

In V3, participants are systems: models, agents, machines, platforms and services. People take part as
operators acting in accountable roles; V3 deliberately has no human participant class. What a participant
is stays separate from the Responsibility it serves: deterministic software is not turned into an agent to fit
the model, and governance is a responsibility, not a privileged class of component.
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FIVE KINDS OF SYSTEM PARTICIPANT

« Synthetic Actor. Agentic: within its authority, it chooses its own next steps toward an objective it has
been given, as the correlation agent does [20].

e Service. Deterministic or inferential, but it returns a result and its caller decides what happens next.
The vision model infers a great deal, but it answers the question it is given. Agency is a matter of
degree [21]; V3 draws this line as a governance threshold, one that matches current engineering
practice [22].

» Participating Synthetic Architecture. An externally defined agent architecture with meaningful
internal architecture, governance or conformance semantics of its own, such as Osero.

+ Resource or Operational System. Supplies state or is acted on, such as the door controllers; the
drone, whose autopilot flies the aircraft but does not decide the mission; and the contractor's
orchestration platform, which tasks the drone under enforceable mission rules of its own. Such a
system can enforce its own limits without becoming a source of authority.

o Execution or Infrastructure Substrate. Supplies compute and runtime.

SOD - SOVEREIGN OPERATIONAL DOMAIN
The company's definition of overnight security — durable, owner-controlled

SUPPORTING
ENTERPRISE SERVICES

RESPONSIBILITY

After-hours intrusion response

1
1
1
1
:
1
Consequence classification: security - safety - privacy - disclosure —
:
1
1
1
1
1
1

Identity provider
Security operations center
Network - ticketing

ACCOUNTABILITY RESOLUTION CONTRACTS
) . . X . consumed, not absorbed
Regional security operations C1ldentity - C2 Authority - C3 State :
manager C4 Execution - C5 Evidence - C6 Lifecycle | | ~ ~~ "~~~ "~~~ TToToToTooo
— a named person, in each region C7 whenever a boundary is crossed
(CT T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T IS T T T I T T T I T T T T T |
: IMPLEMENTATION COMPOSITION - SYSTEM PARTICIPANTS UNDER PARTICIPATION CONTRACTS OTHER ORGANIZATIONS - C7
1
1
1
: Vision model Correlation agent 1 Guard contractors A and B
1 Service Synthetic Actor : Drone operations platform
1
1 -
1 1 Alarm-monitoring company
: Contractor orchestration platform Drone and ground robot Poli
1 olice
1 Operational System - own mission rules Resource - vendor autopilot flies 1
1
1
: 1 each with its own
1 Access control, cameras Guard and duty supervisor : accountability chain,
: Resource / Operational System Operators in accountable roles, not participanty 1 referenced, not merged
1
1
1

FIGURE 2 The company’s SOD in Jynsyn V3 terms: one durable Responsibility, its accountable role in each
region, and the system participants and operators that serve it.
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B Participation is not authority

Jynsyn V3 separates two questions. The first is admission: may this participant serve this role, under
these conditions? A Participation Contract binds an identified participant to a role, recording its identity,
the applicable Contracts, the authority and resources the role exposes, state and evidence obligations,
continuity behavior and the changes that trigger re-evaluation [14: Participation Contract]. A vendor's
certification, or conformance to the participant’s own architecture, may be evidence for admission. It is
never admission itself.

The second is runtime authority: may this participant take this action, now? That is decided per action, at
the point of consequence, against authority already delegated to the role.

The failures are different. A well-admitted agent can still propose an action it should not take; a capable
drone can still be outside any role. Capability does not confer participation, and participation does not
confer authority.

Capability does not confer participation, and participation does
not confer authority.

Once admitted, a participant’s eligibility is tracked as a participation state [14: Lifecycle and Continuity]:

e Candidate: under evaluation; no role participation.

« Normal: eligible for the full bounded role, with every action still governed.

» Restricted: deliberately narrowed, for example to proposals only.

» Degraded: serving a reduced mode the role defined in advance, because something is impaired.
e Suspended: binding and history kept, but not eligible to serve.

» Revoked: admission withdrawn, enforced where consequence actually happens.

e Removed: cleanup, with required history retained.

Revocation must reach the real enforcement points. A status flag in a database is not revocation if the
agent's credentials still open doors or launch aircraft. V3 does not prescribe the mechanism; it requires
that the transition take effect where the consequence happens.

The same state model underwrites continuity. Every consequential role declares its minimum outcome
when things fail, its permitted reduced modes, its fallback and when it must fail closed. Fallback belongs
to the role, not to whichever participant currently serves it.
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Where the harness fits

Engineers now call the layer around a model its harness: the instructions, tools, execution loop, context,
permissions and checks that turn a model into a working agent. Harness engineering, the work of
designing the guides that steer an agent and the sensors that check its work, has become a discipline of
its own, because the same model behaves very differently in different harnesses [26, 27, 28]. In V3 terms
the harness is implementation. It changes when the model, the agent framework or the vendor changes,
so it is the wrong place to define who may authorize what. A well-engineered harness enforces the SOD; it
does not define it. Instructions in a prompt steer a model but do not count as enforcement

[14: Conformance Specification], and a change to a harness's tools, permissions or evidence triggers re-
evaluation of the participant it belongs to [14: Participation Contract].

B One alarm, from inference to consequence

Jynsyn's execution discipline is SEGAA: Sense, Evaluate, Govern, Act, Audit [14: SEGAAL]. It is a logical
discipline, not five products, and it applies recursively: a drone launch, a disclosure to another
organization or one step in a longer workflow each runs its own cycle, with the SOD's Govern in the
middle. Here is a 2:14 a.m. alarm at a warehouse in region 2 (Figure 3). Times, thresholds and limits in the
case are scenario parameters, not measured performance or recommended settings.

Sense. The access-control system reports a dock door forced open, and the dock camera supplies a clip.
In under a minute the roof drone is over the dock, broadcasting Remote ID like every flight in this paper. Its
launch was a SEGAA cycle of its own: a verification flight inside the site's approved flight area, triggered
by an intrusion alarm, is pre-authorized, so Govern permitted it without waiting for a person. All of these
are signals: inputs to evaluation, not authority for anything.

Evaluate. The vision model classifies both views: one person, no visible badge, carrying a bag toward the
fence. The correlation agent finds no badge entry, no work orders at the dock and no earlier alarms
tonight. It proposes four actions: lock the interior doors to the high-value storage cage, send the ground
robot to the dock with its lights on, request a police dispatch, and notify the guard and duty supervisor.

Govern. Each proposal is checked separately against the authority already delegated to the intrusion-
response role. Evaluate proposes; Govern authorizes, applying authority established beforehand rather
than originating it.

» Lock the cage doors. Reversible, and pre-authorized when an intrusion is corroborated by two
separate signals. Permitted.
» Send the robot. Pre-authorized within the yard. Permitted.

» Request police dispatch. Anything that summons emergency services needs a human decision.
Escalated to the duty supervisor, whom the roster resolves as the person on shift.

» Notify the guard and supervisor. Permitted.
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One action never appears among the proposals, and could not be permitted if it did: nothing in the SOD
may lock or override the fire-egress doors. The mechanism is structural. The egress doors belong to the
life-safety system, which the SOD binds to no role: no Participation Contract exposes it, no SOD credential
addresses it, and the access-control integration has no command path to those doors. A proposal to lock
them would be an action no role holds, denied for that reason alone. The exclusion is part of how the SOD
is defined, not a rule the agent is trusted to remember.

Act. The access-control system, not the agent, locks the cage doors. The robot rolls to the dock. The
guard, now informed, watches from the gatehouse feed rather than walking alone toward an unknown
person. The supervisor reviews the drone footage and approves the dispatch request, which goes to the
alarm-monitoring contractor. That crossing triggers C7: the disclosure policy permits the site address,
alarm type and clips, and withholds the badge roster and employee records. The monitoring company
keeps its own accountability chain, referenced but not merged.

Audit. Evidence is produced during execution, not reconstructed later: the signals, the model, agent and
drone versions, the policy version, the participant bindings and states, each Govern decision including the
launch, the approval, the actions and resulting state, and what was disclosed to whom, with chain of
custody for the footage handed to police.

Evidence is not trustworthy merely because the participant it describes produced it. Where evidence is
relied on for a consequential decision, V3 requires an arrangement in which the subject cannot fabricate
or materially alter it without detectable consequence, and if mandatory evidence cannot be produced or
verified, Govern must deny, constrain, escalate or move the role into its continuity state rather than
proceed as if it existed [14: Evidence Trust, Assurance and Failure Semantics]. A compromised agent's own log
does not certify itself. The same applies to corroboration: where a pre-authorization depends on two
signals, as the cage lock does, the deployment must show that they do not share a failure mode, for
example a clock, a network path or an identity provider. V3 treats independence as a property to
demonstrate, not an assumption.

The next morning an auditor asks why the cage was locked at 2:15. V3 requires Resolvable Correlation:
enough linkage among occurrence, Responsibility, participant bindings, authority decision, provenance
and result for an authorized reviewer to walk the chain back to the accountable role

[14: Conformance Specification]. It does not require one identifier, database or telemetry vendor. The
contractor’s flight logs, the company’s access-control events and its governance records can live in
different systems, provided the references resolve; W3C PROV [5, 6] and OpenTelemetry [10] can carry
much of this.

One part of the picture is deliberately absent. Govern acts at the mission level: whether the drone may
launch, where it may go and what it may do on arrival. It does not reach into the flight-control loop, which
belongs to the vendor’s autopilot and runs far faster than any organizational policy check should.
Autonomy engineering knows this seam well: mission planning sits above motion control, and runtime-
assurance designs such as Simplex place a simple, verified monitor beside a complex controller [18]. The
open question for Jynsyn is where that seam sits for each kind of actuator, not whether it exists.
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Readers from that field will recognize other constructs too. A pre-authorized envelope is close to an
operational design domain [15, 16], scoped to one mission rather than to a vehicle. The drone executing its
approved contingency when its authority runs out is a minimal-risk condition. A Degraded mode in which
"everything else waits for a human" is not: it contracts authority rather than executing a safe maneuver,
and a deployment must say which of the two each role relies on. Admission can take a safety case [17] as
evidence, but a Participation Contract is not itself a safety argument.

SEGAA - NESTED CYCLE FOR THE DRONE LAUNCH

1
|
1
‘ Alarm received }—» Verification flight? ]—> Pre-authorized v ’ Drone launches ’—»‘ Launch recorded }:
____________ 1
SENSE EVALUATE SOD GOVERN _ AUDIT

Dock door forced Vision model: Lock cage doors Access control locks Signals and versions
Dock camera clip one person, no badge Send robot v | | thecage (notthe agent)l | pojicy and bindings
Drone's moving view . . . Robot rolls to the dock Each decision, incl.
9 Iy Agent: ip.| Police dispatch T I the launch
no badge entry, no escalated to supervisor| [ Supervisor approves
Signals: inputs to work order, no alarms ] ) Approval, actions,
evaluation, not Notify guard v Dispatch request to the disclosures

authorit monitoring company
y — four proposals ) ) Chain of custody
applies authority set under C7

beforehand

Lock the fire-egress doors X
No role holds it: the life-safety system is not bound to the SOD

ROLE P Resolvable Correlation: lock event — decision — binding — Responsibility — accountable role
|

Govern acts at the mission level; the drone's flight-control loop stays with the vendor's autopilot.

FIGURE 3 Jynsyn's SEGAA discipline applied to the 2:14 a.m. alarm, including the nested launch cycle.

B When the stack changes

The alarm above is the ordinary case. The architecture earns its keep in the cases that follow.

The vision model is replaced

The company moves from the hosted vision model to one running on site hardware. This is a governed
migration, not a hot swap: the new model enters as a Candidate, is shadow-run against live alarms, and is
admitted once it satisfies the role’s Participation Contract, without inheriting its predecessor’s credentials
or authority. Nothing else moves. The Responsibility, its classification, the policies, the accountable role
and the evidence obligations are unchanged, because none of them lived in the model.
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The company expands to a fourth region

The company opens three warehouses in region 4. Its guard contractor has no operations there, so a
second contractor, with different aircraft, robots and orchestration platform, will serve them.

Without a SOD, this can become a second security program: new mission rules in a new vendor console,
new logs in a new format, a new answer to who may approve what. With one, the company extends the
same SOD definition to the new region. Responsibilities, the shape of the Participation Contracts and the
evidence obligations carry over. Regional values, such as local law, site hazards, vendor controls, the
accountable manager and approved limits, are declared within the SOD definition and take effect through
V3's governed change process. Only the composition is new: the second contractor's platform, drones and
robots enter as Candidates and are admitted against the same Participation Contracts (Figure 4). The role
in region 4 resolves to its own regional manager.

This is not free, and the cost is worth stating bluntly. Many guarding and drone platforms today do not
expose clean interfaces for external governance or export usable evidence. Adapters and evidence
mapping are where most real switching cost lives, and a large contractor may have more leverage than its
customer. The architecture does not remove that work. It changes when and how the company asks for it:
region 4 is the moment of greatest leverage, before a contract is signed, and the Participation Contracts
state precisely what to require, from interfaces and evidence to the revocation path. What the company
does not rebuild is its authority model. An incident in region 4 can be compared with one in region 1 on the
same terms, because the terms belong to the company, not to either contractor. That makes adding a third
contractor, or running two in one region, far less work.

The same work is an opening for the supply chain. A platform vendor, integrator or guard company whose
systems expose clean interfaces for admission, revocation and evidence is the easiest participant to
admit, and it can make that a reason customers stay rather than a switching cost they resent.

I The terms belong to the company, not to either contractor.
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WITHOUT AN SOD WITH AN SOD
Region 4 can become a second security program Region 4 brings new system participants

X New mission rules, configured in v Same responsibility model; regional
contractor B's console values declared by governed change
X New logs, in contractor B's format v Contractor B admitted against the same

Participation Contracts
X A new answer to who may approve what

v Region 4's own accountable manager
X Incidents in region 4 and region 1

cannot be compared on the same terms v Evidence that correlates across

contractors, on the company's terms
X Switching again means starting over

! Still needed: adapters and evidence
mapping, required at contract signing

The contractor's platform becomes where the program is defined.
The platform is a participant, not the program.

FIGURE 4 Opening region 4 without and with an SOD: a second security program, or new participants in the
same one.

A site loses its connection

A storm cuts a region 2 warehouse's link to the operations center for six hours. The continuity policy
anticipated this with a declared Degraded mode: the local model keeps evaluating; the cage lock and
verification launches stay automatic under a locally enforceable envelope with an expiry; everything else
waits for a human, reached by the guard's radio (Figure 5). Weather and interference on the aircraft's
control link are declared triggers for the same kind of reduced mode.

Two rules keep the outage from widening authority. Disconnection never creates indefinite authority: the
envelope expires, and inability to reach a revocation source does not extend it. And work queued during
the outage, such as a dispatch request the agent drafted, does not execute automatically on reconnection
if its authority or conditions need revalidation [14: Lifecycle and Continuity].

This is what Jynsyn V3 means by local-first. Kleppmann and colleagues [13] used the term for software
that keeps users' data and work available offline and under their ownership; V3 borrows it in a narrower
sense, in which consequence and continuity decide which authority must stay enforceable without
depending on a remote provider. It is not anti-cloud. Behind it sits a principle the architecture states
directly: Al failure must not unnecessarily become physical-security failure. During the outage the badge
readers, alarms, cameras and guard keep working as they did before the company added Al, because
none was made dependent on the model.

The agent starts misbehaving

Over a week, the correlation agent proposes cage lockdowns and robot dispatches for events that turn out
to be a raccoon and a reflective tarp. The enterprise security operations center flags the pattern. Policy
moves the agent to Restricted: it may still propose, but none of its proposals is eligible for automatic
execution. The role keeps functioning through the guard and supervisor.
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Evidence of compromise, such as credentials used from an unexpected host, would skip the gradual path.
The agent would be Revoked at once. In our company'’s implementation (V3 does not prescribe one), its
workload credential is revoked at the identity provider, the policy decision point stops returning permits for
its binding, and the access-control adapter and the mission gateway to the contractor’s platform, which
check both on every command, reject its next request. Any sub-agents it had spawned lose their
delegated authority with it.

SOD - OVERNIGHT SECURITY
One domain spans the operations center and every site. Losing the link does not split it.

CENTRAL OPERATIONS CENTER

configuration - fleet visibility - evidence aggregation

>< link lost - storm - six hours
1

SITE - REGION 2 WAREHOUSE AFFECTED PARTICIPANTS: DEGRADED

Reduced mode declared in advance in the role's continuity policy

RUNTIME AUTHORITY KEPT ESCALATED TO AN OPERATOR RESOURCES - UNCHANGED

Cage lock Everything else Badge readers - alarms
Verification launch — the guard, by radio Cameras - the guard

pre-authorized local envelope, local model keeps evaluating; none was made dependent
valid only until it expires weather or link loss also trigger it on the model

Authority never widens Envelope expires Revalidated on reconnect
Disconnection creates no new An unreachable revocation Nothing drafted offline runs
or indefinite authority source does not extend it automatically when the link returns

FIGURE 5 Centrally managed, locally authoritative: one SOD through the region 2 outage.

The drone stays on the property: composed
authority

Two minutes after the alarm, the person climbs the fence and heads down the public road. Police are six
minutes away. The drone's camera is losing them, and the correlation agent proposes the obvious thing:
follow.

This is the kind of moment augmented guarding creates. A machine with physical reach, an Al
recommendation made in seconds, and a decision with consequences for safety, privacy and the
company's exposure. The company settled the question months earlier, in its SOD: its drones do not leave
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the property. The question this section answers is how that decision is made to hold, so that neither the
drone nor the model that proposed the flight can make the decision to leave.

Three independent refusals

Some participants arrive with their own enforceable rules, and Jynsyn V3 does not require them to
weaken those rules merely to simplify integration. Under the stricter boundary rule, effective authority is
the intersection of the authority the SOD grants and the participant’s own enforceable authority

[14: Lifecycle and Continuity]. If either side refuses, the action does not occur. At this warehouse, the proposal
to follow meets three refusals, and any one of them is enough (Figure 6).

1. The SOD. No role holds authority for off-property flight, so Govern has no authority to apply and
denies the proposal for that reason alone. As with the fire-egress doors, this is part of how the SOD is
defined, not a rule the agent is trusted to remember.

2. The contractor’s platform. The contractor's orchestration platform, which tasks the drone, enforces
mission rules of its own, and the company’s contract requires that those rules accept no tasking
beyond the site boundary. They are a second line of defense, not where the decision lives: if the SOD
somehow permitted the flight, the platform would still refuse it, because SOD permission never
overrides a participant’s own valid refusal.

3. The drone's own safety systems. The site's approved flight area is loaded into the autopilot and
geofence as a hard boundary. They are the only one of the three that acts continuously at control-loop
speed, constraining what can happen without becoming a source of authority.

The three refusals are only as independent as their inputs. A shared position source, clock or identity
provider could weaken more than one at once, and the platform’s rule is one the company required of it, so
a real deployment would have to show where they are independent.

What happens instead

The drone holds at the fence line at its approved altitude and keeps watching from over the property. What
the company does next is where the architecture earns its keep.

A governed handoff. The duty supervisor approves sending the live view and the person’s direction of
travel to the alarm-monitoring company for the responding officers. That is a crossing to another
organization, so C7 governs it: the disclosure policy permits the fence-line video, the location and the
direction of travel, and it withholds badge records and employee data. The monitoring company keeps its
own accountability chain, referenced but not merged. The police get what they need without the
company'’s aircraft going anywhere.

A request to another domain. The company's building systems are run by its facilities team on building-
management software, under a separate SOD for facility operations. The security SOD asks that domain to
switch on the perimeter floodlights. The request crosses from one SOD to another, so C7 governs it in both
directions. The facilities SOD evaluates it under its own authority and may refuse, for example if the
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lighting circuit is in maintenance. Its reply is a claim, not authority: the security SOD confirms that the
lights are on from its own cameras rather than taking the reply on trust. Each SOD keeps its own
accountable role.

A lost link. Suppose the drone then loses its link behind rooftop equipment. The envelope it carries was
issued before the flight and does not grow in the dark. It may keep holding within the approved area for
the time remaining and may not accept new tasks. If the link does not return within a declared interval, it
executes the contingency approved in advance for this flight, such as returning to its dock by an approved
route. V3 requires such an offline envelope to define its locally enforceable authority, its expiry, a
maximum offline or revalidation interval appropriate to the consequence, what happens when validity
expires, and reconciliation on reconnect, with revalidation where the authority, binding or consequence
conditions require it. It does not assume that a remote revocation reaches a disconnected aircraft

[14: Lifecycle and Continuity]. Read as a locally verifiable lease, which is this paper's framing, it also depends
on a clock the drone can trust.

Police arrive, the lights are on, and the drone flies back to its dock. Nothing in the chain treated the
model’s proposal as a decision, another system'’s reply as the company's authority, or a lost link as
permission.
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STRICTER BOUNDARY - THREE INDEPENDENT REFUSALS, ANY ONE IS ENOUGH

1 - SOD

No role holds authority
for off-property flight

Govern has nothing to apply,
so it denies

2 - CONTRACTOR'S PLATFORM

Orchestration platform's
own mission rules: ho
tasking beyond the site

its own enforceable rules;
SOD permission can't override

3 - DRONE SAFETY SYSTEMS

Autopilot and geofence
enforce the approved
flight area

control-loop speed; not authority

X

Instead: the drone holds at the fence line at its approved altitude and keeps watching from over the property.

GOVERNED HANDOFF - C7

Supervisor approves live
view to the monitoring
company for police

Released: fence-line video,
location, direction of travel

Withheld: badge records,
employee data

ANOTHER SOD - C7

Floodlights requested
from the facilities SOD

It decides under its own
authority and may refuse

Its reply is a claim:
confirmed on the security
SOD's own cameras

L

LOST LINK

The envelope issued
before the flight holds

Keep holding until expiry;
no new tasks
Then the contingency

approved in advance, e.g.
dock by an approved route

Illustrative. Any one refusal is enough; a real deployment must show the three are independent.

FIGURE 6 The drone stays on the property: three independent refusals, and what the company does instead.

Illustrative.

Where this leads

Some companies will eventually want more. On-demand authorization for flight beyond the property is

where the industry is heading, not where it is. A flight like that would add requirements with sources of
their own: the operator’s lawful operating basis, any required airspace authorization or waiver, and rules

on flight over people and privacy. The same logic of intersecting authority would apply, with each of those

as another condition that must hold. This paper does not walk through that case.

Why the edge needs its own governance

The SOD answers organizational questions: who holds authority, what evidence is owed, what happens

when a contractor, model or connection changes. It deliberately does not prescribe how the autonomous
system at the edge is built inside. That system reads the world through camera feeds a person can try to
fool and models that can be wrong, and it commands a machine with physical reach. If one runtime does
both, a manipulated input is one step from a physical action.
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Engineering has long kept the part that holds authority small and separate from the complex part that does
the work; runtime-assurance designs such as Simplex place a simple, verified monitor beside a complex
controller to contain software faults [18]. The same separation can be applied to hostile input. In this
paper's view, the vision model and the correlation agent, which a person at the fence could try to fool,
should only propose, and only components that hostile input cannot reach should command the aircraft or
satisfy an approval. A mistaken or manipulated proposal then stays a proposal.

An edge system built this way and the SOD compose under the stricter-boundary rule. The SOD decides
what a participant may be admitted to do, and can suspend or revoke it at the SOD boundary; the
participant’s internal controls decide what it will refuse; neither can widen what the other allows. The SOD
does not depend on any particular edge architecture. A participant that meets the role's Participation
Contract can serve it, and replacing one is a governed admission decision.

Agent architectures that address this problem directly are emerging. One, Osero by Joseph Dominic Natoli
[, defines an owner-governed, site-bound agent that separates a sovereign core holding authority from a
scoped delegate that supplies capability [1]. How an architecture like it can serve a SOD as a Participating
Synthetic Architecture is left to future work.

E] What a conformance claim looks like

Jynsyn V3 defines conformance for an evaluated SOD deployment or explicitly bounded composition, not
for products [14: Conformance Specification]. A drone, platform or agent is not “Jynsyn conformant” on its
own.

Suppose our company wanted to claim conformance for this work. Intrusion response is only one of its
security SOD’s consequential Responsibilities; others include visitor access and badge administration. If
the evaluation did not cover those, the company could not make an unscoped claim. It would state a
scoped one, such as "V3.0 Conformant for after-hours intrusion response in regions 1through 4," listing
each excluded consequential Responsibility with its classification and reason. Silent exclusion is itself a
conformance failure, as is any consequential operation that maps to no Responsibility in the claim's
inventory, such as an off-property flight no Responsibility accounts for.

The claim must also declare its boundaries and the C7 exchanges they trigger, including each contractor
and the drone operations platform, along with the evidence behind it. “Not implemented” does not count
as "not applicable,” and an undeclared boundary crossing is itself a failure.

V3 releases no domain-specific profiles and has no official test suite. Physical security and critical
facilities are its leading reference application, not its definition: the same structure is intended to apply to
autonomous mobile robots and yard trucks, to a data center run largely lights-out through remote control
software, to a clinic whose triage assistant changes providers, or to a finance team whose payment agent
is rebuilt. A lights-out site changes one thing in our case: with no guard on site, every Degraded mode
must end in a machine-only safe state, while accountability still resolves to a named person off site.
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What does adopting it take? We have no field data on cost yet, and will not invent it. The prerequisites are
clearer. Security leadership, with legal and enterprise IT, has to write down the consequential
Responsibilities, their accountable roles and the envelopes they are willing to delegate, work most
organizations have only done implicitly in vendor configuration. The practical start is one Responsibility in
one region: inventory its consequential operations, accountable roles, envelopes and evidence obligations,
then write the Participation Contract requirements into the next contractor or platform selection. What the
organization owns that it may not own today is the written definition: its Responsibilities, accountable
roles, envelopes, disclosure rules and evidence requirements. Vendors keep their platforms, and which
participant performs Govern for each role is an implementation choice that V3 leaves open.

El What would show this is wrong

The SOD thesis should be testable rather than protected by vocabulary. Some of the paper's claims are
requirements: an implementation that violates them fails V3, and a test can show it. Others are hypotheses
about outcomes that only field evidence can settle. We keep them apart.

Requirements an implementation can be tested against

1. Loss of central connectivity, or of a machine’s link, does not silently widen local authority.

2. A participant cannot grant itself authority outside its role’s envelope through admission, and a reply
from another system or another SOD does not become the organization’s authority by arriving.

3. Failure to produce mandatory evidence can invalidate an otherwise successful consequential action
from a governance perspective.

4. External capability, including a contractor’s platform, can be used without placing it inside the owner's
authority boundary.

5. A role survives the loss of its participant through declared continuity behavior, where consequence
permits.

6. Required durable state survives replacement of the implementation that produced it (the State and
Lifecycle Contracts, C3 and C6).

Hypotheses that need field evidence
7. Replacing an inference provider does not, in practice, require redefining the SOD's accountable
authority.

8. Adding a region served by a different contractor requires declaring regional values through governed
change, not redefining the SOD's Responsibilities or evidence obligations.

9. The same constructs model responsibilities in materially different domains without forcing unnecessary
replacement or turning deterministic software into agents.

10. The latency, cost and evidence burden of governance are acceptable at realistic volumes.
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Open questions remain beyond these: where the governance seam should sit for each kind of actuator,
especially fast ones such as yard trucks; how to verify that deployed policy faithfully encodes the
envelope people approved; which consequence classifications work across industries; and how to
represent accountability through deep agent hierarchies, largely agent-operated organizations and across
jurisdictions.

The architecture’s practical claims will be settled, or not, by implementations evaluated against both lists.

10 Invitation

These propositions need real systems to test them, where the authority model is
already under strain: guarding and facility operations where machines now do work
people used to do, sites with intermittent connectivity, legacy systems that cannot be
replaced, platforms that need governance, assurance and audit they can plug in rather
than build, and evidence obligations that outlive the vendor who produced the logs. If
you run or study such a system and will try the SOD boundary against it, including to
show where it breaks, contact Bear Canyon Systems at bearcanyonhg.com.
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Glossary

Terms as used in this paper. Jynsyn V3 [14] holds the normative definitions; Osero terms keep the meaning
given in [11.

Accountability Resolution. Every consequential Responsibility resolves to a durable accountable organizational
role and, through authoritative records, to a named person presently holding it. It requires neither per-action
approval nor a decision on legal liability.

Admission. The decision that a participant may serve a role, recorded in a Participation Contract. It is separate
from runtime authority.

Consequential. An operation whose allowed, denied, erroneous, delayed or disclosed outcome can materially
affect safety, rights, security, obligations, privacy, records or continuity. It does not mean “uses Al."

Contracts (C1-C6, plus conditional C7). The architecture’s units of obligation: C1Identity, C2 Authority, C3
State, C4 Execution, C5 Evidence, C6 Lifecycle, and C7 Federation/Disclosure, which is mandatory whenever
information, authority, work or consequence crosses a SOD, trust, organizational or disclosure boundary.

Envelope. This paper’s word for authority approved in advance by the accountable role, bounded by conditions,
scope and time, within which actions may proceed at machine speed.

Govern. The SEGAA step that checks a proposed action against authority already established and permits,
constrains, escalates or denies it. It does not originate authority.

Harness. The implementation layer around a model: its instructions, tools, execution loop, context, permissions,
checks and telemetry. A well-engineered harness enforces the SOD; it does not define it.

Implementation composition. Whatever combination of participants and systems serves a Responsibility. The
composition as a whole must satisfy the applicable Contracts.

Osero and SSA. The Sovereign Synthetic Agent (SSA) is the owner-governed architecture and conformance
class defined by Joseph Dominic Natoli lll; Osero is his architecture [1]. Jynsyn models it as a Participating
Synthetic Architecture.

Participant classes. System participants only; people act as operators in accountable roles, and V3 has no
human participant class. Synthetic Actor (agentic: chooses its own next steps, within its authority); Service
(deterministic or inferential; returns a result and its caller decides what happens next); Participating Synthetic
Architecture (an externally defined agent architecture with its own governance or conformance semantics);
Resource or Operational System (supplies state or is acted on); Execution or Infrastructure Substrate (supplies
compute and runtime).

Participation Contract. Binds an identified participant to a defined SOD role under the applicable Contracts. It
composes C1-C7 rather than adding a Contract.

Participation state. A participant’s current eligibility: Candidate, Normal, Restricted, Degraded, Suspended,
Revoked or Removed.

Resolvable Correlation. Enough linkage among occurrence, Responsibility, participant binding, authority
decision, provenance and result for an authorized reviewer to reconstruct the governed chain, without one
universal identifier.

Responsibility. A durable statement of work the SOD requires, independent of whatever currently implements it.
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Runtime authority. Whether a specific action is authorized now, after Govern evaluates it and it is enforced.

SEGAA. Sense, Evaluate, Govern, Act, Audit: Jynsyn's execution discipline, applied recursively. A logical
discipline, not five products.

SOD (Sovereign Operational Domain). The durable, owner-controlled boundary in which an organization
defines responsibility, identity, authority, policy, resources, permitted actions, evidence, continuity and
participation independently of the technology that implements them. Unrelated to separation of duties (SoD).

Stricter boundary. Effective authority is the intersection of what the SOD grants and the participant’s own
enforceable authority. If either refuses, the action does not occur.

Supporting Enterprise Service. An existing enterprise capability, such as identity or a security operations
center, that the SOD consumes without taking over its responsibility.
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